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Motivation

The right to privacy in your own home

Before the information age:

I’d like to know
what you are do-
ing inside your
house

Do you have a
warrant?

No

Then you can’t
come in Okay
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Motivation

What do these sensors do?

Lots of things! They help make our environment more comfortable,
convenient and energy efficient. They help stabilise the grid, alert
appropriate people about issues (power outage, fire, etc.)

We’re going to focus today on sensors that measure the physical process
of diffusion. Two motivating examples:

Thermal sensors.

Building managers want to locate heat sources in a building, to help
control HVAC systems.
Sensitive because people are heat sources.

Information diffusion in social networks.

We want to be able to locate the sources of misinformation.
Sensitive because we want people to be able to spread information
without the fear of retribution.
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Motivation

Our Goal: Produce “private” measurements of diffusion processes that

permit recovery of the general vicinity of the source but

do not permit recovery of the exact locations of sources.

Why is diffusion interesting?

It is an example of ill-conditioning:

The process is technically
reversible.

In the presence of even a small
amount of noise, it is
impossible to determine the
original source location.

This is good for privacy!



Motivation

Our Goal: Produce “private” measurements of diffusion processes that

permit recovery of the general vicinity of the source but

do not permit recovery of the exact locations of sources.

Why is diffusion interesting?

It is an example of ill-conditioning:

The process is technically
reversible.

In the presence of even a small
amount of noise, it is
impossible to determine the
original source location.

This is good for privacy!



Motivation

Our Goal: Produce “private” measurements of diffusion processes that

permit recovery of the general vicinity of the source but

do not permit recovery of the exact locations of sources.

Why is diffusion interesting?

It is an example of ill-conditioning:

The process is technically
reversible.

In the presence of even a small
amount of noise, it is
impossible to determine the
original source location.

This is good for privacy!



Motivation

Sparse Signal Recovery Privacy

Inverse Problems/
source localisation

Dwork,
McSherry,

Talwar 2007

Jelasity and
Belman 2014

Li, Osher and
Tsai 2014

This work



Motivation

Sparse Signal Recovery Privacy

Inverse Problems/
source localisation

Dwork,
McSherry,

Talwar 2007

Jelasity and
Belman 2014

Li, Osher and
Tsai 2014

This work



Overview

Structure:
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2 Definition of privacy

3 Relationship to Ill-conditioned inverse problems

4 Recovery Algorithm

5 Examples



Overview

Architecture of (Locally) Private Linear Inverse Problems

f0

Initial source vector

A

ym

y1

Transformation matrix

True sensor measurements

y = Af0 B

B

ỹm

ỹ1

private algorithm (noise addition)

private (noisy) sensor measurements

R
f̂

Recovery algorithm

Estimated source vector

We are applying B to individual sensor measurements:
The data aggregator may be the person we don’t trust.

Physical sensor measurements are usually noisy already.

There is less need to protect the data during transmission.

Worse accuracy than if we collated the data first.
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ỹm

ỹ1
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ỹ1

private algorithm (noise addition)

private (noisy) sensor measurements

R
f̂

Recovery algorithm

Estimated source vector

We are applying B to individual sensor measurements:
The data aggregator may be the person we don’t trust.

Physical sensor measurements are usually noisy already.

There is less need to protect the data during transmission.

Worse accuracy than if we collated the data first.



Overview

Architecture of (Locally) Private Linear Inverse Problems

f0

Initial source vector

A

ym

y1

Transformation matrix

True sensor measurements

y = Af0 B

B

ỹm
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Overview

Main Questions

f0
A

ym

y1

B

B

ỹm

ỹ1
R

f̂

1 What does it mean for B to be private?

2 How should we design B?

3 What algorithm should we use to recover?

4 In what way are f̂ and f0 close?

We’re going to focus on Questions 1 & 2.
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Earth Mover Distance (EMD)

The EMD is a measure of how “geographically similar“ two probability
distributions on a metric space are.

The EMD between two probability distributions is the amount of
work (mass × distance) required to transition between the two dis-
tributions.

For example, the following two distributions have EMD equal to 1/10.
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Differential Privacy

Neighbouring source vectors

We assume that there exists a metric on the set of possible source
locations, which induces the EMD on the set of source vectors. The
coordinate (f0)i corresponds to the intensity of the source at location i .

Two source vectors f0 and f ′0 are α-neighbours if EMD(f0, f
′

0) ≤ α.

There are two important ways that vectors can be α-neighbours:
A large source can be moved a small distance.

α

1
A fire can’t
be moved
very far

A small source can be moved a large distance.

1

α

People
can move
quite far
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Differential Privacy

Privacy Guarantee

Our goal is to release a “version” of the measurement yi = (Af0)i that
does not “reveal” the true source vector. We still want to be able to figure

out the “approximate” source vector.

Returning to our heat source example: Suppose Mary would like to hid the
fact that she was napping rather than studying. That is, she would like the
sensor measurements to not reveal that she was on her bed rather than at
her desk. Suppose also that the temperature distributions of these two
scenarios are α-neighbouring.

Our privacy guarantee to Mary:

Someone looking at the private measurements will gain almost no
new information about whether you were on you napping or studying.

Any consequences you suffer as a result of the private measurement
data being released were almost as likely to occur whether you were
napping or studying.
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Differential Privacy

Differential Privacy

A randomised algorithm B is (ε, δ, α)-differentially private if for all
α - neighbouring source vectors f0, f ′0 and events E ,

e−εP(B(y
f ′0
i ) ∈ E )− δ ≤ P(B(y f0i ) ∈ E ) ≤ eεP(B(y

f ′0
i ) ∈ E ) + δ.

The smaller ε and δ are, the “more private” the algorithm is.

Interpretation: Any outcome that occurs when the source vector is f0 was
almost as likely to have occurred if the source vector was instead f ′0 ,
α-neighbour of f0. Which means that the outcome doesn’t help us
distinguish between f0 and f ′0 .

I can hide Mary’s location within a much larger radius than I can hide the
location of a fire.
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Differential Privacy

The Gaussian mechanism (Dwork, Smith, McSherry,
Nissim 2006)

y f0iy
f ′0
i

f0 and f ′0 are α-neighbouring
source vectors.

Choose the variance so that
they look similar.

If the true source vector is f0
then y f0 is sampled from the
Gaussian centred at y f0 .

Privacy: We can’t tell which distribution it was sampled from because they
are very similar.
Utility: Gaussians are light tailed so w.h.p. the sample will be close to the
true value (the mean).
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Differential Privacy

What should be variance be?

Lemma

B(y f0i ) ∼ N

(
y f0i ,

(
2 log(1.25/δ)42(A)

ε

)2
)

is a (ε, δ)-differentially private algorithm where

42(A) = max
(f0,f ′0 ) α-neighbours

‖y f0 − y f
′

0 ‖2

= α max
ei ,ej nearby sources

‖Ai − Aj‖2

Notice that this de-
pends on ALL the
sensor measure-
ments! The more
measurements you
want to have, the
larger your variance

If the amount of noise we need to add to achieve privacy, 42(A), is small
then A must be nearly rank 1. In particular, it’s spectrum is almost
1-sparse. This is almost (but not quite) an equivalence.

Side note: Gaussian noise is not the only type of noise we could have used.
It is desirable because sensors usually already have Gaussian noise present.
It’s also computationally efficient to sample, which is nice for lightweight
sensors.
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Properties of ∆2(A)

Preserving Privacy for Ill-Conditioned Inverse Problems

A problem is ill-conditioned if the relative error of recovery is large. That is,

κ(A) =

(
‖A−1(y +4y)‖2

‖A−1y‖2
/
‖(y +4y)‖2

‖y‖2

)
=
σmax(A)

σmin(A)

Intuition: A matrix being ill-conditioned means that we only need a small amount
of noise to mask the original data.

If 42(A) is small then the spectrum is dominated by the maximum singular value.
The condition number κ(A) only requires the minimum singular value to be much
smaller than the maximum singular value.

If the amount of noise, 42(A), we need to add to maintain privacy is small then
the problem is necessarily ill-conditioned.

Lemma Let A be a matrix such that ‖A‖2 = 1, then

κ(A) ≥ α

42(A)
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Properties of ∆2(A)

The relationship between privacy and ill-conditioning

Well-conditioned problems need to have a lot of noise added to maintain privacy

However, the converse is not necessarily true;

there is a fundamental difference between the notion of a problem being
ill-conditioned and being easily kept private.

A matrix may be ill-conditioned but still require a large amount of noise to
maintain privacy:
Example: Assume ρ << 1 and consider the general inverse problem y = Ax where

A =

(
1 0
0 ρ

)
, A

(
x0

x1

)
=

(
x0

ρx1

)
Then κ(A) = 1/ρ is large so recovery is “difficult“ but we still need to add a
significant amount of noise to mask the first coordinate.
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Recovery algorithm

Are the noisy measurements useful? Basis Pursuit
Denoising

If ỹ is the noisy version of our measurement vector y then

f̂ = arg min
f ∈[0,1]n

‖f ‖1 s.t. ‖Af − ỹ‖2 ≤ σ
√
m

the `1-norm promotes sparsity
in the solution

This ensures that f0 is a feasi-
ble point w.h.p.

Where does this algorithm come from?

This algorithm is commonly used for sparse signal recovery when the
matrix A is well-behaved.
The use of this algorithm for the poorly behaved heat matrix was
proposed in [Li, Osher and Tsai 2014].
Matrices that describe diffusion are very far from well-behaved so it’s
surprising that this algorithm would be effective.

Error Metric: EMD(f0, f̂ )
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matrix A is well-behaved.

The use of this algorithm for the poorly behaved heat matrix was
proposed in [Li, Osher and Tsai 2014].
Matrices that describe diffusion are very far from well-behaved so it’s
surprising that this algorithm would be effective.

Error Metric: EMD(f0, f̂ )
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Examples

Example 1: Heat diffusion on the discrete, 1D unit interval
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Examples

The Error Guarantee

We added enough noise to ensure that there is uncertainty in the exact
location of heat source. Thus, by design, our recovery algorithm can not
perform well in norms like the `1 and `2 norms.

If EMD(f0, f̂ ) is small means then even though we may not be able to
pinpoint exactly where the heat sources are, we can say approximately
where they are. The previous experimental results suggest that f̂ may
indeed be close in EMD.

We have upper bounds on EMD(f0, f̂ ) in the paper, but the most
interesting take-aways are:

The error increases both as t →∞ and t → 0.
If t is large then it’s hard to recover.
If t is small then it’s hard to maintain privacy

The error is asymptotically constant in the number of sensors.
More (noisy) measurements typically means more accurate data.
If we have more sensors then we need to increase the variance of the
noise.
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Examples

Example 2: Diffusion on graphs (spread of information in
social networks)

Let G be a connected, undirected graph on n nodes.
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D be the diagonal matrix such
that Dii is the degree of the ith
vertex of G

W be the weight matrix, Wij is
the weight of the edge between
i and j .

L = D −W is called the
Laplacian of G .

AG = e−τL is the diffusion
matrix where τ is the rate of
diffusion.

The concentration (or probability) at the vertices after diffusion is given by

y = AG f0.
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Examples

Spectral Properties of ∆2(AG )

Let ui be the ith row of the matrix whose columns are the left singular
vectors of the Laplacian L. Let s1 ≤ s2 ≤ · · · be the singular values of L.

Lemma For any graph G , the singular values of AG are
e−τs1 ≥ e−τs2 ≥ · · ·

∆2(AG ) ≤ max
i ,j nearby

min{n,m}∑
k=2

e−τsi |(ui )k−(uj)k | ≤ max
i ,j nearby

e−τs2‖ui − uj‖1

The second smallest eigenvalue, s2, is called the algebraic connectivity of
G . Aptly named for it’s relationship to the connectivity of the graph (e.g.
average distance, Cheeger constant etc.). It gets bigger the more
connected the graph is.

The more connected the graph is, the less noise we need to add to
maintain privacy.

This makes sense because the more connected the graph is, the faster
diffusion occurs.
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Examples

Recovery on Graphs with Community Structure

The graph G was drawn from a stochastic block model with
intracommunity probability 5% and intercommunity probability 0.1%.
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Take-home Message

Take-home messages

It is possible to produce locally differentially private sensor
measurements from which one can determine the general vicinity of
the diffusion sources but can not infer the exact locations of the
sources.

Your error metric and specific notion of privacy matter a lot when
deciding whether a problem is feasible.



Future Directions

Future Direction: Continual Monitoring

In practice sensor measurements are collated and analysed continually.

Privacy degrades over time at a rate of about
√
t. If I want to release

t statistics about my data and each is (ε, δ)-DP then the result is
(
√

2t ln 1/δ′ε+ tε(eε − 1), tδ + δ′)-DP.

However, it is generally assumed that each “secret” has the same
effect on every statistic.

This assumption is not true for time series data of physical
measurements.

Imagine we are trying to keep secret that Mary had a party on Friday
night. The party affects the thermal measurements on Friday night a lot,

but hardly affects the thermal measurements on Saturday at all.

Perhaps rather than losing
√
t privacy, we only lose privacy proportional to

the length of time the secret meaningfully affects the statistics.
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Future Directions

Individual vs. Event Level Privacy

Generally, we are not looking to keep individual events private, but rather
patterns of behaviour

Imagine Mary has such a party every week. Even though each individual
party has limited effect, the collection of parties has a long term effect on
the private data.

Question: Can modeling patterns of behaviour be used to assist in
minimising the privacy loss in continual monitoring problems?
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Future Directions

Are there other statistics that perform well when we consider the
EMD as a privacy notion and/or recovery metric?

Are there better algorithms than Basis Pursuit Denoising?

Are the measurements of ill-conditioned matrices somehow “morally”
private? or partially private?

The rows ui that appeared in the analysis of diffusion on graphs also
arise elsewhere. In numerical analysis, their `2 norms are called
leverage scores... They are used in clustering algorithms and low
dimensional embeddings.. Is there a connection here?

Can similar techniques be used to argue about other types of
functional data?



Future Directions

Thank you!
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